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Microsoft Azure Security Compass Workshop

TYPICAL SCHEDULE

cesccccscsce Executive Summary + Your goals and strategy

seseses Azure Security Basics

Best Practices &
Design Decisions

seeee Azure Security Center
Demo (Optional)

eeeece+ Planning Next Steps

WORKSHOP OBJECTIVE:

TYPICAL STAKEHOLDERS

Leadership Kickoff and Closeout
Chief Information Security Officer (CISO), Others as needed

[ ] OPTIONAL PARTICIPATION ]
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Architecture & Technical Team Stakeholders

Security Architect(s), Cloud Architects/Engineers, Server
Architect(s)/Engineer(s), Network Security Engineer,
Endpoint Engineer, Endpoint Security Engineer, Risk and
Compliance Team(s), Governance Teams, Operations
Teams, and Business Stakeholders

Learn how to securely operate your workloads on Azure




Azure Security Compass - Purpose

Designed to rapidly increase your Azure security posture

Q Make the right security decisions with best practices, choices and context/recommendations

Increase familiarity with Azure Platform Security and Azure Security Center

Q Tips » Mix of old & new - Bring your experience and knowledge, but expect changes
* You can’t learn everything - Cloud capabilities evolve too fast to master them all, prioritization is critical



Guidance Structure

Actionable and Prioritized
CRITICAL GENERAL

This meets one or more of criteria for: A A Valid and valuable

1. On-premises parity - Required to security best practices

: : Best practices i
meet equivalent security posture of Mi ftp d ak?d reco.mmendatlcéns
a (typical) on-premises environment ICi‘O.SO recommendas that arellmportant, ut
- a single approach shouldn’t slow down
expensive to change later from adopting
3. High risk - Required to mitigate @ @ the cloud
attack patterns that incur high
impact/likelihood of business risk Choices

Microsoft recommends
(one or more of) several

Primary focus of guidance sesslole epjprescies

Get you quickly to the security
benefits of Azure platform

Note: These represent Microsoft’s default opinion based on our experience and knowledge. Your organization may
prioritize risk and mitigations differently based on your unique business needs, business risks, or other factors.



Executive Summary

TRACKING SPREADSHEET
OVERALL GUIDANCE

A Critical A General % Azure Security Compass

Status Summary

Governance, Risk, and

. 16 10
Compliance
- Critical Decisions/Implementation 74% 73%
enera ecisions/implementation o
Administration 12 2 e | Decisions/Impl tati 8% 4590
7
Network ri
etwo Sec!" ty & 12 6 g Critical Decisions A@ Decisions % Implementation
Containment : ,
9 Governance, Risk, & Compliance 4% 68%
f o . 10 Administration 31% 92%
Information Protection 3 0 1 Network Security & Containment 84% 72%
& Storage 12 Storage, Data, & Encryption 75% 37%
13 Identity & Access Management 100% 100%
i 14 Security Operations 81% 67%
Identity & Access
Management 3 4 15 Summary 74% 73%
16
. . General (non-critical) Decisions A@ Decisions % Implementation
Security Operations 7 _
yop 4 4 18 Governance, Risk, & Compliance 50% 25%
19 Administration 100% 50%
20 Network Security & Containment 100% 67%
TOtaI 42 2 6 21 Storage, Data, & Encryption 100% 100%
22 Identity & Access Management 63% 25%




COMPLIANT # SECURE

COMPLIANT = Meets a specific standard at point in time (e.g. not negligent)
SECURE = Lowers business risk to acceptable level by disrupting attacker return
on investment (ROI)

SECURE
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Whiteboard — Your Journey and Goals

Current Cloud & Azure Usage

* Which workloads / business purpose?
* SaaS? laaS? PaaS?
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Security Focus Areas -

What do you want to focus on?

Geographic Presence

where you operate

=2

Compliance

& regulatory requirements

Goals and Plans

for Azure usage
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Azure Security Compass

BASICS SECURITY GUIDANCE

Azure Security Reference Model Azure Security Center - Remediation
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COMPONENTS AZURE SECURITY
& MODELS CENTER (ASC)

TRANSFORMING TOOLS,
SKILLS, & PRACTICES

STRATEGIES &
THREATS EVOLVE

Governance, Risk, & Compliance Security Operations

Identity and Access Management
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V¥ 4 GOVERNANCE, RISK, SECURITY IDENTITY

She DK== 1508 2000 & COMPLIANCE OPERATIONS

AZURE REGIONS
& SERVICES

Metwork Security & Containment Administration Information Protection

& Storage

Fbronch prosscng Mermeh

‘Aschitacturs guitarzs ers ki tegat tan s feund st

‘Aschitucturs guitsrzs bt tepiz tan b Found at

NETWORK INFO PROTECTION
MICROSOFT SECURITY CONTAINMENT GOLLILTSULTSUTC & STORAGE

PRACTICES




Ransomware:

Attack services are inexpensive 5665 upfron

30% of the profit (affiliate model)

ATTACKS AGAINST

: ATTACKS AGAINST THE PC
Odays price range THE EMPLOYEES AND CUSTOMERS

varies from $5,000
to $350,000

Loads (compromised device) —
average price ranges .

A PC- $0.13 to $0.89 ? ’
A Mobile - from $0.82 to $2.78

O
O o
Denial of Service / l ‘
O

\ Spearphishing services
range from $100 to

O $1,000 per successful
| account take over
—®

l :‘ ‘ Compromised accounts
.Q . As low as $150 for 400M.

Averages $0.97 per 1k.
COLLECTIVE KNOWLEDGE

(DOS) average prices

—@

day: $102.05

week: $327.00

month: $766.67 / ‘_

SERVICES AIDING

Proxy services to evade IP THE “CASH OUT”

geolocation prices vary ATTACKER
As low as $100 per week  INFRASTRUCTURE
for 100,000 proxies.




Transforming from Legacy to Cloud S ESS) MEn
Evolving architecture, tools, skills, & practices

Patching Sandboxing

Scanning Segmentation

Encryption Secure Development Lifecycle

Forensics Threat Protection
Logging & Analytics Orchestration & Automation  S|EM

WAFs Vulnerability Management  Fijrewalls TLS

|:|<E Architectures change, but principles & outcomes remain the same Information Protection  Threat Intelligence

R Roles, responsibilities, and skillsets will evolve

o

Eﬁ Controls, tools, and processes will evolve

Note: Legacy ‘technical debt’ persists with legacy workloads/applications in laaS
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Your enterprise in transformation

Requires a modern identity and access security perimeter Cloud Tedmslony
{ ————————————————————————————————— L
SaaS adoption ! Office 365
W

Modern Enterprise Perimeter =======
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Infrastructure as a Service Platform as a Service
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https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/

Running Dual Perimeters

ATTACKERS USING IDENTITY TACTICS

SECURING MODERN SCENARIOS (CLOUD, MOBILE, 10T)

MODERN PERIMETER
(Identity Controls)

CLASSIC PERIMETER
(Network Controls)




Evolution of Roles and Responsibilities

Modern Architectures
& Operating Models

Legacy Architectures
& Operating Models

© “STOP THE PRESSES!” » CONTINUOUS VALIDATION €3

Security roles will change with architectural/operational models

Manual Resource Administration Administration > Author & Govern Automation

Containment with Network Network A Containment > Containment at all layers
(Net, App, Identity, Data, etc.)

Quality Check Before Release Development » Security SME in DevOps process

Project based Engagement Architecture » Continuous Engagement & Improvement



Common cloud adoption strategy

Future No
Prefer Saa$ Investment
Take advantage of productivity workloads |
provided in the cloud Yes

available

Q New Development to PaaS 1= Saas offering

New development and modern applications
move to PaaS.

New applications optimized for cloud

computing.
Saas Evaluation . Passes PaaS Passes laaS

o _e —| (Build/buy decision) Evaluation Evaluation
e Existing workloads - laaS

Existing applications move to laaS using a 'lift
and shift’ strategy

- Convert to PaaS

Plan to refactor applications
into PaaS @

1 40

SaaS PaaS laaS Private Cloud

Hotel room Furnished apartment  Rental apartment Private House




Shared Responsibility and Key Strategies v, - mm=

On-
Responsibility SaaS PaaS laaS prem

Information and Data

Devices (Mobile and PCs)

Accounts and Identities

Identity and directory infrastructure
Applications

Network Controls

Operating system

Physical hosts

Physical network

“TRUST BUT VERIFY” EACH CLOUD PROVIDER

Physical datacenter



laaS and PaaS Application Models

Standalone Applications or Components of Larger Solutions

i 0] Transiti I N
Q Legacy ------------ > wyp” Transition | > /° °\ ew
laaS Applications laaS+ Applications PaaS Applications

Typically lift/shift workloads Refactoring has begun!

Application Code - Can be heavy (includes all dependencies) or lighter

Virtual Machines — App functions hosted on full Operating System + Middleware

Typically New Development

Application Code - Typically light code
hosted on App Service Web Apps

Azure Services — App functions provided
by Azure Services
(Securtity profile is similar to Saa$)



Security Responsibilities Transfer to Cloud

Responsibility

Information and Data

Devices (Mobile and PCs)

Accounts and Identities

Identity and directory infrastructure
Application

Network controls

Operating system

Physical hosts

Physical network

Physical datacenter

Microsoft . Customer

PaaS laaS

Transferred for PaaS
Security Patches
Feature Upgrades

VMs/Containers security —
OS and Middleware Installation,

Maintenance, troubleshooting, etc.

Azure Marketplace
fits PaaS or laaS model

.

Transferred for laaS and PaaS

Denial of Service*

Racking/Stacking Servers,
Delays in Adding Capacity

Fabric/Virtualization Patching,

Maintenance & Troubleshooting

Fabric Availability / Uptime
- SLAfrom Microsoft

Attacks on

Physical Attacks
Virtualization Fabric
Hardware/Firmware
Network Infrastructure



https://products.office.com/en-us/business/office-365-for-business-support-options

Azure Threats — Mix of Old & New... weny - 3@

PaaS laaS

EXISTING TECHNIQUES (AT COMPARABLE LEVELS)
EXPLOIT/ENTER TRAVERSAL MONETIZATION

CREDENTIAL THEFT &
SOCIAL ENGINEERING ABUSE (HASHES Rﬁglgq_'MéNf\RE

PHISHING SCAN & EXPLOIT TARGETED DATA THEFT
COMMODITY
BOTNET/DDOS/ETC

GEGFILTERING EVASION
WITH PROXY

New Techniques (5%) or Very High Usage (})

*x ACQUIRE TENANT * PIVOT TO ON L CRYPTOMINERSS
KEYS FROM PREMISES FROM (WEBSERVERS,
GITHUB/ETC CLOUD VISITORS)

* RDP/SSH
PASSWORD SPRAY
& BRUTE FORCE




Azure Miles of fiber Edge ExpressRoute
54 5. 100K+:5-1504+5 200+

cable



Microsoft protecting Microsoft

Hardening (Physical, OS
App/Data, etc.)
Whitelisting
Auto-Patching

and more...

Traditional Uﬁ
Defenses

‘L@ People

Background Checks
Security Training
Conferences

? Authentication

Multi-factor Auth
Anomaly Detection

Rigorous Security
For Privileged Access

HEE) +

Corporate Infrastructure Cloud Infrastructure

Automated Assessments

@ Least Privilege Secure DevOps toolkit

Least Privilege Access and more...
Just-in-time Access  goaem— o
and more... = 0 mm |
Security < />
[ Privileged Access Workstations Development
Secure Access Workstations Lifecycle

isolation from web/email risks

Al

v
ans®

Continual Scanning
Penetration Testing
Red Team Ops

Bug Bounties

One Hunt

Attackers View @

Continuous Logging
& Monitoring

Incident Response
CDOC (24x7 SOCQ)

Monitoring &
Vigilance

9,



The Microsoft Intelligent Security Graph

+1B Windows
devices updated
& scanned

Extensive machine learning to:
A Reduce manual effort
A Reduce wasted effort
on false positives
A Speed up detection

450B monthly
authentications

18+ billion
web pages scanned

930M threats detected 4002%:;25

on devices every month

— e

Unparalleled cybersecurity visibility and insight





































































































































































































































































