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Loads (compromised device) 

average price ranges

ÅPC - $0.13 to $0.89

ÅMobile - from $0.82 to $2.78

Spearphishing services 

range from $100 to 

$1,000 per successful 

account take over 

0days price range 

varies from $5,000 

to $350,000

Ransomware: 

$66 upfront

Or

30% of the profit (affiliate model)

Proxy services to evade IP 

geolocation prices vary 

As low as $100 per week 

for 100,000 proxies.

Denial of Service 

(DOS) average prices

day: $102.05

week: $327.00

month: $766.67
Compromised accounts 

As low as $150 for 400M. 

Averages $0.97 per 1k.



Evolving architecture, tools, skills, & practices



https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/


ATTACKERS USING IDENTITY TACTICS

MODERN PERIMETER

(Identity Controls)



MODERN PERIMETER

(Identity Controls)

CLASSIC PERIMETER

(Network Controls)

Network Ą









SLA

Azure Marketplace 
fits PaaS or IaaS model

https://products.office.com/en-us/business/office-365-for-business-support-options


CRYPTOMINERS ð

(WEBSERVERS, 

VISITORS)

PIVOT TO ON 

PREMISES FROM 

CLOUD

ACQUIRE TENANT 

KEYS FROM 

GITHUB/ETC

RDP/SSH 

PASSWORD SPRAY 

& BRUTE FORCE

SOCIAL ENGINEERING

TRAVERSALEXPLOIT/ENTER MONETIZATION

RANSOMWARE
CREDENTIAL THEFT & 

ABUSE (HASHES, SSHê)

PHISHING

GEO-FILTERING EVASION 

WITH PROXY

TARGETED DATA THEFT

COMMODITY 

BOTNET/DDOS/ETC

SCAN & EXPLOIT







Extensive machine learning to:
Å Reduce manual effort
Å Reduce wasted effort 

on false positives
Å Speed up detection














































































































































































